	
	SOP – Managing guards and private security companies


    


Scope

· Recruitment & management of XXX guards

· Management of Private Security Companies
What do I need to do?

BEFORE

Recruitment of guards

· Guard selection. As they play such a key role in your security, it’s important to give as much time to selecting guards as you would to selecting a project manager. Seek reliable references. Ideally they should be physically fit, but in some contexts seniority can be more effective. Make sure you employ enough guards, particularly at night. Guards will most likely fall asleep, so you need to allow for this.

· Do not take shortcuts: use the proper recruiting procedure.  Insist on checking references before a new guard is allowed to start work.  Make sure that the guards can speak the working language of the field team, so that all staff are able to communicate with them.

Agreement / contract for guards

· Make sure you have a clear agreement/contract and job description for the guards. Due care and attention needs to be paid to issues such as additional responsibilities, what to do and who to inform in case of a security incident, and disciplinary action, e.g. for consumption of substances (alcohol or drugs) while on duty.

· Guards at XXX are not to be armed!

DURING

Training

· Assess and provide for any training needs that the guards need.  This can include radio voice procedures. Rehearse the actions with them that they should take in case of the most serious security incidents such as armed robbery.

· Make sure guards are trained to deal with, and to sign in, different types of visitors (officials, job applicants, beneficiaries, and other agency staff).

· Engagement. Provide clear instructions on how you wish the guards to engage if the compound is attacked, or if they find an intruder. 

· Make use of ongoing briefings and training for guards – make use of available local training, e.g. guard training specific for NGOs, use of radios, fire safety.
Briefing
Guards should be briefed clearly and thoroughly on their tasks, using the detailed job description as the basis.  Do not assume that anything is obvious to them.  

· Normal induction as for all staff - As guards are often the face of the organisation they need to have the training/briefing as for all staff. Explain what the organisation does, and the values that it upholds.  Describe the reputation that it wishes to have among local people.  Make clear the importance of the guards, not only in protecting people and property but also in enabling the relief operation to help many others.  Encourage them to feel part of the team.

· Line management – clear line management

· Equipment. Be clear about what essential equipment you will provide: for example, flashlights, batteries, raincoats, boots, whistles, radios and shelter. See checklist in Annex 15.
· Their routine duties

· Hours and shifts

· The importance of remaining at their post even if the guard due to take over from them does not appear

· How to communicate with their manager, and with other staff

· Action to take in the event of different types of incident

· How to deal with visitors

· The disciplinary system, and a warning that disciplinary action will be taken if a guard neglects his duties

· Guards should not risk their lives trying to protect property.  Their role is to detect intrusion and to raise the alarm

Managing guards

· Regular briefings / guard meetings need to be scheduled and held, e.g. once a week - particularly if the security situation is changing; guards need to be kept informed

· Line management: an experienced nationally-recruited staff member is likely to be the most appropriate line manager for the guards.  He or she should keep a close eye on their performance, and should make random unannounced visits to check that all is well.

· What procedures are in place for when a guard falls ill, or does not appear for duty, to ensure that buildings are never left unguarded?

· Need for management to be firm if a guard is unable to carry out their job, e.g. due to sickness or disability, they will likely have to be replaced

· In some situations it is almost standard practice for guards to sleep during the night.  If this is the case, and if the security situation means that this would be dangerous, consider the following suggestions:

· Work out why they are falling asleep: for example, do they have a second job?  Are their shifts too long?  Do they have a long journey to and from work?  Are they eating enough?

· Put two or more guards on duty overnight

· Appoint an overseer and hold him accountable for ensuring all guards stay awake

· Remove anything that could be used as a bed

· Summarily dismiss any guard found asleep on duty

· Shorten the length of shifts

· Visit guards unannounced in the middle of the night, so that they resist the temptation to go to sleep for fear of being caught

Private security companies

Many humanitarian organisations engage a local security company to provide guards.  This is likely to be more expensive than employing guards directly.  If the company is good, it can have several advantages including:

· Reduced administration: you do not need to recruit or manage guards

· Greater reliability: the company ensures that the guards are well trained and equipped, and turn up on time

· Replacement guards immediately available if one is sick or absent

· In many cases a quick reaction force is available, to respond to emergency calls (check whether the quick reaction team is armed, and if so, what you should do when you call them – e.g. lie on the floor, stay away from windows, etc.)

· Flexibility: easy to increase or decrease the number of guards, as the needs of the operation change

· No need to make guards redundant at the end of the operation.

It is vital to check that the company uses non-armed guards and check the reputation and efficiency of the company before making an agreement.  

· Are their procedures suitable for an organisation like yours?  

· Who is liable for harm done by them?  

· Is the company, or is any of its owners, connected to individuals or groups that you do not wish to be associated with?  

· Are they honest?

Armed guards

· XXX does not use armed guards, unless the CEO gives permission in very exceptional cases.

· There are many considerations for the use of armed guards, including:

· The possible impact of some NGOs using armed guards and others not - those that do not can become greater targets while those that do can become associated with an implied threat of violence, and with a greater isolation from the local community.  

· In a few situations, it may look ‘out of place’ not to have armed guards.  If possible, all humanitarian organisations should reach the same decision on armed guards by consensus.  

· Instructions for opening fire should be very clear to all concerned.  

· Management of armed guards needs to be especially strict, with severe penalties for misuse of weapons.

AFTER

· What happens if and when the need for armed protection ends?

· What happens if a guard injures or kills someone?
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