Security strategies:
acceptance, protection
and deterrence

Context analysis and What is the context and who are the actors?

actor mapping What impact will your organisation and
programmes have on the context and actors?
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What are the threats you face? What are your
vulnerabilities to those threats?
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What is the probability and impact of risks?

Security strategies Understand your organisational approach: what
Acceptance, protection strategies do you use generally and in this context
and deferrence in particular?
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There are typically three security strategies used by humanitarian aid
organisations in all contexts.

Acceptance

Building a safe operating
environment through consent,
approval and cooperation from
individuals, communities and
local authorities.

Protection Deterrence

Reducing the risk, but not Reducing the risk by
the threat by reducing containing the threat
the vulnerability of the with a counter threat
organisation (e.g. fences, (e.g. armed protection,
guards, walls). diplomatic/political
leverage, temporary
suspension).
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Generally, international and national aid organisations prioritise the
acceptance strategy as their preferred approach. However, this can take
time and organisations deploying fo new areas cannot just assume they will
have the acceptance of the community. An organisation may focus initially on
protection and deterrence measures until acceptance has been developed.
However it is important to note that behaviours from day one will impact
future efforts to develop acceptance.

Acceptance

After a rapid onset emergency it is challenging for host governments and
communities to distinguish between different organisations when a flood of
new international and national NGOs, and United Nations agencies arrives
in the area. This can be complicated by rapid turnover of staff in the first few
weeks as first responders hand over to longer-term staff. All staff deployed
and local employees — including managers, community mobilisers and
drivers — should be briefed on how your organisation will employ the three
strategies and how acceptance will be built with all stakeholders.
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Building acceptance is not only about the communities an organisation
works with, but about all its stakeholders. An actor mapping will help the
organisation identify which stakeholders may be affected by its programmes
and what allies it may have in developing acceptance with them. Remember
that what an organisation and its employees say locally is not the only means
stakeholders can get information. Many communities now have access to the
internet, so the messages communicated must be consistent with what is on
your website and social media accounts.

Acceptance has to be earned and can be lost very easily, and the
i behaviour of one responder can affect the whole community.
¢ Acceptance must be approached proactively.

Key points:
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e Be clear about who you are, your agency’s background and priorities,
where your funding comes from and how your programmes are
developed.

e Ifyou are a faith-based or secular organisation, be clear about how
this does or does not affect your work, especially in a strong religious
environment. Also be aware of how you will be perceived.

e Understand who your partners are, how they are perceived and what
impact your relationship will have on their, and your own, acceptance.

e Ensure stakeholders are engaged before commencing any work.
e Have arigorous complaints system and be seen to follow up on concerns.
e Do notisolate your staff from communities. Stay visible and accessible.

Protection

Protection measures should be developed in line with the risk assessment,
and it should be ensured that they are applied equally across all staff (local
and international), and seniority levels. Organisations should provide fraining
in security measures to staff, give orientations to new employees, and pursue
coordination with other agencies or security forums.

See Module 5 — NGO security coordination and other sources of support

The physical protection of buildings, compounds and/or distributing sites
should not make it appear that the organisation is building a bunker or a
fort. Compounds and other office or working space should blend in with the
buildings in the vicinity.

See Module 7 — Security of facilities
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It is important to focus on the best communications systems the organisation
can afford, or that are available, including radio, internet, mobile, landline,
satellite, fax, informal couriers or other. Communications systems should be
accompanied by policies for staff reporting in (regularly or on a schedule) to
ensure safety.

See Module 8 - Communications and information security

Deterrence

Deterrence is usually the last resort strategy. It is used when acceptance
and protection have not been successful or have proven inadequate. In
some contexts, it may also be required by host governments (e.g. Somalia,
Chad, Niger).

Withdrawal of services is the main threat that can be used in an insecure
area but the organisation must ensure first that local governments and donor
agreements are not compromised. Do not make empty threats.
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Armed guards or military and police escort should be avoided where
possible as they will often make acceptance impossible or very difficult —
even at a later stage. They may also increase the risk of injuries from crossfire,
or the risk of extortion or harassment.

See EISF briefing paper ‘Engaging private security providers: a guideline for
non-governmental organisations’

When considering the different security strategies it is important to
understand the mission, vision and mandate of the organisation. Al
organisations are different in not only their mission and programmes, but
also in their vulnerabilities and capacity to respond to them. Just because
one organisation is implementing a particular strategy does not mean it
will work for another agency, even if they are working in the same context.
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European Interagency Security Forum (EISF)

EISFis an independent network of Security Focal Points who currently represent 75 Europe-based
humanitarian NGOs operating internationally. EISF is committed to improving the security of
relief operations and staff. It aims to increase safe access by humanitarian agencies to people
affected by emergencies. Key fo its work is the development of research and tools which
promote awareness, preparedness and good practice.

EISF was created to establish a more prominent role for security risk management in
international humanitarian operations. It facilitates exchange between member organisations
and other bodies such as the UN, institutional donors, academic and research institutions,

the private sector, and a broad range of international NGOs. EISF's vision is to become a
global reference point for applied practice and collective knowledge, and key to its work is the
development of practical research for security risk management in the humanitarian sector.

EISF is an independent entity currently funded by the US Office of Foreign Disaster Assistance
(OFDA), the Swiss Agency for Development and Cooperation (SDC), the Department for
International Development (DFID) and member contributions.

www.eisf.eu
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Disclaimer

EISFis a member-led grouping and has no separate legal status under the laws of England and Wales or any other jurisdiction, and
references to ‘EISF' in this disclaimer shall mean the member agencies, observers and secretariat of EISF.

While EISF endeavours to ensure that the information in this document is correct, EISF does not warrant its accuracy and completeness.

The information in this document is provided ‘as is’, without any conditions, warranties or other terms of any kind, and reliance upon any
material or other information contained in this document shall be entirely at your own risk. Accordingly, to the maximum extent permitted by
applicable law, EISF excludes all representations, warranties, conditions and other terms which, but for this legal notice, might have effect in
relation fo the information in this document. EISF shall not be liable for any kind of loss or damage whatsoever to you or a third party arising
from reliance on the information contained in this document.
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